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(54) Method for computer internet remote management of a telecommunication network element 



(57) In accordance with the invention, a method is 
provided for remotely managing a plurality of network 
element of a telecommunications network through a 
special communication link including a computer inter- 
net such as a local area network, the world-wide web 
or the Internet. A management computer is connected 
to an element management system server through a 
communication link including the computer internet. At 
least one of the plurality of network elements is also cou- 
pled to the element management server through the 
computer internet and the at least one of the plurality of 
network elements is managed via communications con- 
veyed through the element management server be- 
tween the management computer and the at least one 
network element. Preferably, management is facilitated 
by the management server generating an interactive 
web page at a client workstation with objects associated 
with management of the at least one network element. 
The interactive web page is transmitting from the man- 
agement server through the computer internet to the 
management computer and displayed at the interactive 
web page at the management computer for manage- 



ment communications between the management com- 
puter and the network element. Objects of the interac- 
tive web page include objects associated with preferably 
all three of operation, administration and maintenance 
of the network lement. The interactive web page in- 
cludes detailed status summary page for each network 
element of the telecommunications network, a relatively 
high system status summary of ail the plurality of net- 
work elements and a list of all active alarms within the 
telecommunications network. The plurality of network 
elements each have an associated applications proces- 
sor with a management agent application for interfacing 
the element management server with the network ele- 
ment. The application processor includes a mainte- 
nance application for performing maintenance of the 
network element command request are interfaced from 
the element management server through the manage- 
ment agent application to the maintenance application 
to selectively perform maintenance tasks. The element 
management server is provided with application proc- 
essor specific events and command acknowledgments. 
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1. Claims: 1-13,16 

Method for managing network elements froa a management 
computer via the Internet via a Management server, where the 

- management server generates an Interactive WEB-page 
associated with management of a network element 

- management server transmits the above WEB-page to the 
management computer via the Internet 

- Interactive WEB-page contains a menu of individual 
malntal nance unit command options. 



2. Claim : 14 

Method for managing network elements from a management 
computer via the Internet, where the 

Internet is the Word Wide Web and JAVA applications are run 
on both the management computer and the managed elements. 



3. Claim : 15 

Method for managing network elements from a management 
computer via the Internet, where the 

network element has a management agent responding to various 
actions and the step of managing includes correlation of 
responses from the agent with the actions which caused the 
responses. 



4. Claims: 17,20,21 

Method for managing network elements from a management 
computer via the Internet, where the 

-network element has a management agent application and 
-polling requests are received from a plurality of 
management computers and 

-multiple polling requests for the same attributes are 
treated as If they were only one request. 



5. Claims: 18,19 

Method for managing network elements from a management 
computer via the Internet, where the 
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access from the management computer to the management server 
1s restricted by a password and encryption. 



6. Claim : 22 

Method for managing network elements from a management 
computer via the Internet, where a 

11st of active alarms Is maintained for each network element 
and updated upon occurence of either one of actuation of a 
new alarm and clearing of a former alarm. 



7. Claims: 23-33 

Providing distributed network element management by 
selectively running a management application at a plurality 
of workstations, 

- the workstations being connected to an element management 
server via the Internet, 

- the element management server being connected to the 
managed network element! via a management agent application. 



7 



EP 0 963 076 A3 




Europ— n Punt 



EUROPEAN SEARCH REPORT 



EP 99 30 3867 



DOCUMENTS CONBtOERED TO BE RELEVANT 



Category 



QMtaM of tfoBunMft vMi Mfcatfon» 



tooWm 



CtAMtnCATWN Or TOE 
AWUCATK3M (WtCUg 



YUCEL S ET AL: " MULTIMEDIA QOS SERVICE 
AND MANAGEMENT ARCHITECTURE USING 
C0RBA/JAVAPLATFORM" 

ANNUAL REVIEW OF COMMUNICATIONS, NATIONAL 
ENGINEER!* CONSORTIW, CHICAGO, IL, US, 
vol. SI, 1998, pages 715-722, XP000793173 
ISSN: 0885-229X 

* the whole document * 

US 5 7S1 914 A (COLEY BRETT ANGUS ET AL) 
12 May 1998 (1998-05-12) 

* abstract * 

* coition 1, line 36-54 * 

* column 4, line 31-50 * 

* claims 1-10 * 

* figure 3 * 

US 5 748 098 A (GRACE ANDREW) 
5 Hay 1998 (1998-05-05) 

* abstract * 

* column 2, line 50 - column 3, line 10 * 

* column 4, line 13-28 * 

* claims 1,8-11,14 * 

WO 97 44937 A (CABLETRON SYSTEMS INC) 
27 November 1997 (1997-11-27) 

* abstract * 

* page 3, line 22 - page 4, line 12 * 

* page 12, line 9 - page 13, line 2 * 

* claims 6,14,21,26 * 

* figure 6 * 

-/- 



14 



16 



15 



TECHMCALFKLM 



15 



ThftpflMMflt 



raport tat tout tfflMwi up tor §M cWm 



THE HAGUE 



10 Septofatr 2001 



Clchra, M 



CATEGORY OF CtTED OOCUMENTS 





raft* tarn* 



8 



EP 0 963 076 A3 
EUROPEAN SEARCH REPORT 



EP 99 30 3867 



DOCUMENTS CONSIDERED TO BE RELEVANT 



CUtgny 


flfr ^ i «f -J—-. - -- »- » -> ,.|| , ..a ■nnin^fati 

twon owubw WW erocswon, vrwi i^jprojwmaw, 
of retort pMMjw 


Ratow* 
to dsJm 


CLASCtnCATKWOTTHE 
WUUTOI (MtCU) 


Y 
A 

P.X 

A 
A 


NAKINAE N ET AL: "COMMUNICATION PLATFORM 
FOR SERVICE OPERATIONS SYSTEMS IB ADVANCED 
INTELLIGENT NETWORK" 
1997 IEEE INTERNATIONAL CONFERENCE ON 
COMMUNICATIONS. MONTREAL. JURE 8 - 12, 
1997. IEEE INTERNATIONAL CONFERENCE ON 
COMMUNICATIONS (ICC), NEW YORK, IEEE, US, 
vol. 2. 8 June 1997 (1997-06-08), pages 
872-877, XP0M742063 
ISBN: 0-7803-3926-6 

* the whole document * 

MICHEL T ET AL: "COLLABORATIVE NETWORK 
HAMASEMENT" 

MILCON '98. IEEE MILITARY COMMUNICATIONS 
CONFERENCE PROCEEDINGS. BOSTON, MA, OCT. 
19 - 21, 1998, IEEE MILITARY 
COMMUNICATIONS CONFERENCE, NEU YORK, NY: 
IEEE, US, 

vol. 2, 19 October 1998 (1998-10-19), 
pages 599-603, XP000830601 
ISBN: 0-7803-4507-X 

* the whole docuaent * 

LIU H ET AL: "WWW-BASED INTERNET RESOURCE 
MANAGEMENT SYSTEM" 

ROMS '98. 1998 IEEE NETWORK OPERATIONS AND 
MANAGEMENT SYMPOSIUM. NEW ORLEANS, LA, 
FEB*. IS - 20, 1998, IEEE NETWORK 
OPERATIONS AND MANAGEMENT SYMPOSIUM, NEW 
YORK. NY: IEEE, US, 
vol. 1 CONF. 10, 

3 Noveaber 1997 (1997-11-03), pages 11-20, 

XP000799766 

ISBN: 0-7803-4352-2 

* the whole docuaent * 

~ -/- 


17,20 

18,19,21 
17 

20,21 

17,20, 
21,23 




TECHMCM.RBJM 
SEMKHU OnUCU) 




Ths preMflt March report has bun drawn up tof t0 cttms 


THE HAGUE 10 September 2001 Ctchra, M 


CATBOORYOrCTTOOOCUMEKTB T : twwy m prtMing undwtyfciQ tg tgrtfan 
X psftiotdaW MWws K « y^tefMj^wwswsi^ ptfpup^hsd o>\ of 
Y : ps>toJMiryiis<WrtBso*W>s<l t^h srafw 0 1 <too— asm 1 cfcflirt tfts tppRosQon 

dS0|OTMt OtfhS iWPSS* NeNQNMy L J tfMMMRtCMl tOTfltfMI PBMORS 



9 



EP 0 963 076 A3 




European Paten! 



EUROPEAN SEARCH REPORT 



EP 99 30 3867 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



toctakn 



CUMMCMNM OF THE 



P,Y 



BOGLER 6 ET AL: "THM IN THE INTERNET AGE: 
NETWORK MANAGEMENT BY MULTIPARTY 
COOPERATION" 

ISS '97. WORLD TELECOMMUNICATIONS 
CONGRESS. (INTERNATIONAL SNITCHING 
SYMPOSIUM). GLOBAL NETWORK EVOLUTION: 
CONVERGENCE OR COLLISION? TORONTO, SEPT. 
21 - 26, 1997, ISS. WORLD 
TELECOMMUNICATIONS CONGRESS. 
(INTERNATIONAL SWITCHING SYMPOSIUM), 
TORONTO, P, 

vol. 2, 21 September 1997 (1997-09-21), 
pages 603-609, XP000704517 

* the whole doc went * 

JANDER H: 'WELCOME TO THE REVOLUTION' 
DATA COMMUNICATIONS, NCGRAN HILL. NEW 
YORK, US, 
vol. 25, no. 16, 

21 Noveaber 1996 (1996-11-21), pages 
39-42,44,46,48,50,52-53, XP000633488 
ISSN: 0363-6399 

* the whole docunent * 

US 5 761 502 A (JACOBS ANDREW ROBIN) 
2 June 1998 (1998-06-02) 

* the whole document * 

WO 99 15950 A (OEGRAfT JOHNSON JAMES 
;FRANKLIN PAUL GLENN (US); HOLFORD WILLIAM 
C) 1 April 1999 (1999-44-41) 

* abstract * 

* page 5, line 1 - page 6, line 16 * 

* page 26, line 5 - page 27, line 10 * 

* page 31, line 17 - page 33, line 21 * 

* page 37, line 15 - page 38, line 15 * 

-/- 



17,20, 
21,23 



18,19 



18,19 



22 



Ttw prwtnt March import hn b—o drawn up tor afcl tknm 



THE HAGUE 



10 Septcsber 2001 



Clchra, H 



CATEGORY OF CITED DOCUMENTS 



K nNrttiitfty fjhwn< I l>NH Blrw 




10 



EP 0 963 076 A3 



European Patsnt 
OMM 



EUROPEAN SEARCH REPORT 



EP 99 30 3867 



DOCUMENTS CONSIDERED TO BE RELEVANT 



todrim 



CLUMWAT10NOF1HC 



CASTORI P: 'Extending NMS event detection 
to satisfy user-provided predicate-based 
conditions" 

COMPUTERS IN INDUSTRY, ELSEVIER SCIENCE 
PUBLISHERS. AMSTERDAM, NL, 
vol. 32, no. 1, 

Deceaber 1996 (1996-12-05), pages 1-15, 
XP00401S624 
ISSN: 0166-3615 

* the whole document * 

ANONYMOUS: "Method for Agent 
Construction" 
RESEARCH DISCLOSURE , 
vol. 41, no. 410, 

1 June 1998 (1998-06-01), XP002177150 
Movant, UK, article No. 41085 

* the whole docuaent * 

ANDERSON i N: "DISTRIBUTED NETWORK 
MANAGEMENT IN AN INTERNET ENVIROWENT" 
IEEE 6L0BAL TELECOMMUNICATIONS CONFERENCE. 
PHOENIX, ARIZONA, NOV. 3 - 8, 1997, GLOBAL 
TELECOMMUNICATIONS CONFERENCE (GLOBECOM), 
NEW YORK, IEEE, US, 
vol. 1,3 November 1997 (1997-11-03), 
pages 180-184, XP000737531 
ISBN: 0-7803-4199-6 

* the whole docuaent * 



22 



22 



23 



24-26,31 
27-30. 
32,33 



Tfc» pnNM aMk rapert has tan «wi up tor* cMm 



THE HAGUE 


10 September 2001 | Clchra, M 


X:p 


CMSQOflV OF CTIED OO0UMBKT8 


Kt ggg gi^ytis^gpit)a¥isdon.of 

D : dooMBttt apd In tw tfplQslDn 
I ; Jdowwnl <*d tot (Mm mmom 


Mi 
0:t 






4 : oMnbsf of t» URMpisant twWy, oonatpondng 

dOOMMMt 



11 



EP 0 963 076 A3 




Europ— n 



EUROPEAN SEARCH REPORT 



EP 99 30 3867 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Caftgoy 



tocUm 



CUMWCHTWWOP1H8 
APfUCMjOH (UtttJj 



SHUKLA R ET AL: "TOSS: TONICS FOR 
OPERATION SUPPORT SYSTEMS SYSTEM 
MANAGEMENT: USING THE WORLD HIDE WEB AND 
INTELLIGENT SOFTWARE AGENTS" 
HONS '98. 1998 IEEE NETWORK OPERATIONS AND 
NANA8ERENT SYMPOSIUM. NEW ORLEANS, LA, 
FEBR. 15 - 20, 1998, IEEE NETWORK 
OPERATIONS AND MANAGEMENT SYMPOSIUM, NEW 
YORK, NY: IEEE, US, 
vol. 1 CONF. 10, 

3 Nov«aber 1997 (1997-11-03), pages 
100-109, XP000799765 
IS8N: 0-7803-4352-2 
* the whole document * 



24-26,31 



18,19, 
27-30, 
32,33 



Tha ptaaant MMdi Mport haa baan drawn up tar m oUtm 



THE HAGUE 



10 Septeaber 2001 



Cichra, M 



CATBQOffT OF CITO) DOCUMENTS 





4 insYMaWOiVwi 



i pslaml wn% , oomponflng 



12 



EP 0 963 076 A3 



ANNEX TO THE EUROPEAN SEARCH REPORT 

ON EUROPEAN PATENT APPLICATION NO. EP 99 30 3867 



TTaiwiral^thapalMit tankman**™ 

TliAiT«w«^ariaia>n|aJnadta 

T1»B i iopaaT ,P al to Olloaa^no^latoia^ 

10-09-2001 



Patent document 




Publication 




Patent tarrily 


Pubfarton 




i 






mBfflbac{a) 




NO 9804067 


A 


ai ^ aaq 

29-01-1998 




OWooUb A 


to~lZ-l9y» 








All 

AU 


3/9019/ A 


1 A AO 1 AAO 

lu-UZ-1998 


US 5751914 


A 


1 A AC 1 AAA 

12-05-1998 


Nunc 






US 5748098 


A 


05-05-1998 


AU 


671194 B 


15-08-1996 








All 

AU 


CI 1 1 Ifll A 

0111/94 A 


1 A AA 1 AAA 

14-09-1994 








CA 


2154589 A 


AT A A 1 A/1 M 

01-09-1994 








CN 


1121384 A,B 


O A A A mn£ 

24-04-1996 








DE 


69410447 D 


25-06-1998 








DE 


69410447 T 


08-10-1998 








DK 


686336 T 


1 A A1 1 AAA 

18-01-1999 








EP 


0686336 A 


13-12-1995 








ES 


2117255 T 


A1 AA 1 AAA 

01-08-1998 








WO 


9419912 A 


A1 AA 1AAJ 

01-09-1994 








HK 


1011162 A 


A A Al 1AAA 

02-07-1999 








OP 


2823698 B 


1« i i ^ AAA 

11-11-1998 








OP 


8506947 T 


A A AT 1AAC 

23-07-1990 








se 


47696 A 


1 "V A A 1 AAA 

17-04-1998 


W0 9744937 


A 


n ■« « « ami 

27-11-1997 


US 


6131112 A 


1 A 1 A AA AA 

. 10*10-2000 








AU 


720079 B 


MP Aff AAAA 

25-05-2000 








AU 


3005097 A 


A A < A 1 AA1 

09-12-1997 








CA 


2254141 A 


A«W * 1 4 a«T 

27-11-1997 








EP 


0898822 A 


A A A A 4 AAA 

03-03-1999 


tic* pifirAt 

US 5761502 


A 


02-06-1998 


CA 


2241905 A 


1 A AT 1 AA7 

10-07-1997 








EP 


0870383 A 


14-10-1998 








OP 2000503183 T 


14-03-2000 








WO 


9724838 A 


10-07-1997 


U0 9915960 


A 


01-04-1999 


AU 


1062499 A 


12-04-1999 








AU 


9582798 A 


12-04-1999 








AU 


9582998 A 


12-04-1999 








AU 


9583198 A 


12-04-1999 








AU 


9583298 A 


12-04-1999 








AU 


9583398 A 


12-04-1999 








AU 


9583598 A 


12-04-1999 








AU 


9583698 A 


12-04-1999 








AU 


9584098 A 


12-04-1999 








AU 


9666398 A 


12-04-1999 








AU 


9667198 A 


12-04-1999 








AU 


9667298 A 


12-04-1999 








AU 


9667598 A 


12-04-1999 








AU 


9667698 A 


12-04-1999 








AU 


9667898 A 


12-04-1999 


For mora daWte about titer 


rax:iN 


MdaJ Journal of fw Eunopaan Raftrtf 


MO*. No. 1882 





13 



EP 0 963 076 A3 



ANNEX TO THE EUROPEAN SEARCH REPORT 

ON EUROPEAN PATENT APPLICATION NO. EP 99 30 3867 



TO* ami IMthapMrtlmlyiMiifcwsnl^ tote t» atxwe-mantoned European mwcIi report. 

n» matan are a* oonMNdltfltf Eurapaan Pum Mr EWUaon 
Tha BiMfiaan PaaaM OOca la h MM «»-liaaa partis 

10-09-2001 



Patent document 
chad fci south report 


PubHotfon 
dato 


PatTttMTily 


Pufalcattan 
dtto 


LOT OAlCACfl A 

V0 9915950 A 




AU 


9667998 A 


1 9— A4— 1 OOO 






AU 


9668098 A 


1 9—04—1 QQQ 
It"Vt Ittj 






AU 


9668298 A 


ft 7— AC— 1 OOO 






AU 


9777098 A 


1 9— ft 4—1 OOO 






AU 


9777298 A 


1 9— ft 4—1 OOO 






AU 


9777398 A 


1 9— ft 4—1 OOO 






EP 


1015995 A 


OR— A7— 9ftflft 






EP 


1015970 A 


AC— ft 7— 9 AAA 






EP 


1015986 A 


ftC-ft7-9ftftft 






Lin 

WO 


Mi C AOA A 

9913984 A 


fll -A4-1 OOO 






uo 


9915960 A 


A1— AA— 1 0OO 






WO 


9916230 A 


01-04-1999 






WO 


9915974 A 


01-04-1999 






wo 


9915975 A 


01-04-1999 






wo 


9916206 A 


01-04-1999 






wo 


9916198 A 


01-04-1999 






wo 


9915977 A 


01-04-1999 






wo 


9916207 A 


01-04-1999 






wo 


9915988 A 


01-04-1999 






uo 


9915996 A 


01-04-1999 






wo 


9916002 A 


01-04-1999 






wo 


9916218 A 


01-04-1999 






wo 


9916099 A 


01-04-1999 






wo 


9915989 A 


01-04-1999 






wo 


9915978 A 


01-04-1999 






wo 


9915979 A 


01-04-1999 






wo 


9916202 A 


01-04-1999 






wo 


9919803 A 


22-04-1999 






wo 


9916203 A 


01-04-1999 






us 


6115040 A 


05-09-2000 






us 


6032184 A 


29-02-2000 





§ For mm dtufts about thb amts : am OM*Jounrnt*tm&ManmPmKtOto,H*i2& 



14 



